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Decision/action requested

This paper provide analysis for F1-U security threats and security requirements and request SA3 endorsement.
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Rationale

3.1 Background
During SA3#91bis meeting, SA3 in an unprecedented step approved security solutions for securing F1-U and F1-C as in [1]. This decision was made without studying or analysing the security threats applicable to this interface, in specific F1-U, please see [4]. It seems that SA3 was somewhat under the impression that F1-U security threats and requirements are similar to those of S1-U which has been analysed in details during EPS security study as captured in [5].

Observation No. 1:

In an unprecedented step, SA3 approved security solutions for F1-U and F1-C without analysing or investigating the security threats nor identifying the applicable security requirements applicable to F1 interface; in particular to F1-U.

3.2 F1-U vs. S1-U

It seems that SA3 somehow assumed that the security threats and security requirements for F1-U is similar to S1-U in EPS. However, it is important to mention that F1-U differs significantly from S1-U in many ways as listed below:

· F1-U technically can be considered part of the NR-Uu interface between the UE and the gNB-CU while S1-U is completely independent of LTE-Uu, i.e., between the eNB and the S-GW.

· Although, the traffic traversed over S1-U is a UE traffic similar to the traffic over F1-U, but the S1-U traffic is an IP-in-IP over UDP with GTP header which includes a GTP-ID maps to UE EPS bearer. On the other hand, F1-U traffic is an IP traffic that is encapsulated in PDCP. In difference to S1-U, F1-U traffic is bound by a PDCP instance state that involves amongst other things the PDCP SN and PDCP COUNT at the UE and the gNB-CU.
· In the case of S1-U, if the UE UP traffic is, for example, encrypted between the UE and the eNB using PDCP, this traffic is simply transmitted on the clear over S1-U unless S1-U supports confidentiality. On the contrary to F1-U as when the UE UP traffic is encrypted using e2e PDCP encryption, the UE UP traffic is never transmitted on the clear over F1-U even when F1-U does NOT support confidentiality.
· In the case when S1-U is not being integrity protected, a passive attacker is possible by injecting DL bogus traffic to the UE over S1-U. This is contrary to F1-U, as injecting bogus traffic by a passive attacker is almost impossible and far more complicated and difficult as the UE UP traffic is being transported via PDCP which can handle duplicate packets, in order delivery, and in sequence delivery of packets.

· Thus passive MiTM over S1-U may cause a DoS on the UE by injecting bogus DL UP IP traffic and may cause false charging against the user by injecting UL traffic towards the S-GW, yet over F1-U, these attacks require an active attacker to know the exact PDCP instance state at the UE/gNB-CU which almost impossible if the UE UP traffic is ciphered as the PDCP SN is used to generate the key stream.

· In specific to IAB architecture, MiTM attack between any of the IAB-nodes or the IAB-node and IAB-donor-DU is almost impossible as the IAB-nodes are almost in fixed locations and neither one of the end points is a regular UE with limited power.

With the above mentioned differences between S1-U and F1-U, it is extremely important to note that F1-U is completely different than S1-U and it is extremely important to study and analyse the security threats over F1-U interface in order to define and justify the proper security requirements for F1-U.
Observation No. 2:

F1-U is completely different than S1-U in EPS and a detailed analysis of the security threats over F1-U interface is required in order to define the required F1-U security requirements and possible security solutions. Otherwise, F1-U could be unnecessarily over protected or under protected.

3.3 F1-U security threat analysis

As F1-U is part of the path between the UE and the gNB-CU, technically can be considered as part of NR-Uu, F1-U security threat analysis is conducted in the extreme main case as listed below:

3.3.1 UE UP traffic is NOT protected by e2e PDCP

In this analysis, the worst case for UE UP protection is considered, i.e., UE UP traffic is not being integrity protected nor encrypted using e2e PDCP, i.e., between the UE and the gNB-CU. Therefore, the attacker may have access to the UE PDCP SN for example but will not have access to the PDCP COUNT. Since the UE UP is not being encrypted between the UE and the gNB-CU, there is no extra privacy violation when the F1-U interface is NOT encrypted. An attacker can eavesdrop on Uu between the UE and the gNB-DU, for example.

3.3.1.1 Injecting DL/UL traffic over F1-U (Passive Attack, S1-U-main-attack-1)
Although, in S1-U case a passive attack by injecting bogus DL/UL IP traffic towards the UE or the S-GW is possible when S1-U in not protected, a passive attack on F1-U is impossible even when F1-U is not integrity protected nor encrypted. The below details use injecting DL traffic as an example but the same applies to UL traffic.
A passive attacker may do the following to prepare for an attack on S1-U:

1. Passive attacker may sniff a specific number of packets to identify the following information:

· The source IP address of the outer IP header, S-GW IP address.

· The GTP-ID for a specific bearer. (from GTP header info)

· The destination IP address. (eNB IP address)

· Possibly the destination IP address of the UE.

2. After identifying the information above and whenever the passive attacker is ready can launch a DL bogus packets injection towards the eNB with as many packets as possible.
3. The eNB will encapsulate the traffic in PDCP using the correct PDCP instance state at the eNB and ship the traffic to the respective UE DRB that maps to the GTP-ID.

4. It is IMPORTANT to note that the traffic generated by the eNB is a legitimate PDCP PDUs that without any e2e PDCP protection, the UE will accept as valid.
5. Thus, the above traffic may cause over load on the UE or a DoS or reduce quality of service.

In comparison, the above S1-U attack is impossible on F1-U without the attacker being an ACTIVE attacker and that has the following disadvantages to the attacker:
1. The attacker MUST have up to date state of the PDCP instance by closely following the PDCP SN

2. In order to achieve point 1, the attacker MUST be an ACTIVE attacker.

3. If that is the case as in step 2, then an active attacker between the UE and the gNB-DU can achieve the EXACT same thing result without being over F1-U.

4. Thus, F1-U does NOT introduce an vulnerability on the top of the one that is associated with the UE UP traffic being NOT e2e PDCP protected between the UE and the gNB-CU, i.e., because not being PDCP ciphered nor integrity protected.

5. Not to mention that ACTIVE MiTM attack has limited capabilities of injecting bogus traffic in comparison to passive attacker on S1-U.
Observation No. 3:

Although, some of the PDCP instance state at UE/gNB-CU is available on the clear during UE DL/UL UP traffic transmission, e.g., DL/UL PDCP SN, it is impossible for a passive attacker to know everything about the PDCP instance and thus such an attack is impossible in comparison to S1-U in EPS. Therefore, no integrity protection is required for F1-U.
3.3.1.2 Eavesdropping over F1-U interface traffic – (S1-U main attack-2)
In order to evaluate whether F1-U needs to support confidentiality and support a form of encryption, the following cases are examined and compared to the case of S1-U in EPS.

Case No. 1: UE UP traffic is e2e PDCP encrypted

Although, we are addressing the case of NO e2e PDCP protection, this case is extremely important as it is fundamental in requiring S1-U to support confidentiality.

In comparison, in the case of S1-U, if the UE has its UP traffic encrypted using PDCP over LTE-Uu, the UE UP traffic will be transmitted over S1-U on the clear unless S1-U interface is encrypted. In order to prevent violating the UE privacy and not to allow an attacker to eavesdrop on the UE UP traffic, it is required for S1-U to support encryption. 
On the contrary, in the case of F1-U, if the UE has its UP traffic encrypted using PDCP with the gNB-CU, the UE UP traffic is automatically encrypted over F1-U. Thus, in this case, having F1-U without supporting encryption does NOT allow an attacker to eavesdrop on the UE UP traffic. 
Case No. 2: UE UP traffic is NOT e2e PDCP encrypted

In this case, the UE UP traffic is transmitted over the NR-Uu interface without being encrypted and thus the UE UP traffic is transmitted on the clear. Thus, there is no requirement on the network to protect the confidentiality of the UE UP traffic. Therefore, this case does not require F1-U to support confidentiality and encryption.

Any attack on F1-U is absolutely possible on the NR-Uu between the UE and the gNB-DU. In other words, F1-U does not introduce new privacy vulnerabilities or threats in order to be addressed and protected.

Case No. 3: GTP header & GTP-ID confidentiality

In the case when F1-U does not support confidentiality, the GTP header including the GTP-ID is transmitted on the clear. Since the GTP-ID is a random number to identify a bearer for the UE, communicating GTP-ID on the clear does not by any means introduce or contribute to violating the UE privacy. Thus, having the GTP-ID as part of the GTP header does not establish any security threat which mandate that GTP-U interface to support confidentiality and encryption.
Observation No. 4:

No security threat has been identified to require F1-U to support confidentiality and encryption. Thus, it is NOT required for F1-U to support confidentiality and encryption.

3.4 Conclusion
Proposal No. 1:

A passive attack by injecting DL/UL bogus traffic over F1-U towards the UE and the gNB-CU, respectively, is impossible. Instead an active attack is required which is equally possible on the Uu between the UE and the gNB-CU with a very limited impact. It is only possible because the UE UP traffic is NOT e2e PDCP protected rather than being specific to F1-U interface.

Proposal No. 2:

No security threats have been identified which require F1-U interface to support integrity protection. Thus, it is NOT required for F1-U interface to support integrity protection.

Proposal No. 3:

F1-U interface does not introduce any new possible threat of eavesdropping on UE UP traffic additional to what is already being possible between the UE and the gNB-DU.

Proposal No. 4:

No security threats have been identified which require F1-U interface to support confidentiality. Thus, it is NOT required for F1-U interface to support confidentiality.
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Detailed proposal
1. SA3 is kindly requested to endorse the following proposals.
Proposal No. 1:

A passive attack by injecting DL/UL bogus traffic over F1-U towards the UE and the gNB-CU, respectively, is impossible. Instead an active attack is required which is equally possible on the Uu between the UE and gNB-CU with a very limited impact. It is only possible because the UE UP traffic is NOT e2e PDCP protected rather than being specific to F1-U interface. 

Proposal No. 2:

No security threats have been identified which require F1-U interface to support integrity protection. Thus, it is NOT required for F1-U interface to support integrity protection.

Proposal No. 3:

F1-U interface does not introduce any new possible threat of eavesdropping on UE UP traffic in additional to what is already being possible between the UE and the gNB-DU.
Proposal No. 4:

No security threats have been identified which require F1-U interface to support confidentiality. Thus, it is NOT required for F1-U interface to support confidentiality.
2. SA3 is kindly requested to address S3-191254 which introduce F1-U security KI and security requirement to TR33.824.

